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MALWARE

Malware is short for "malicious software®.

Malware is any kind of unwanted software that IS
Installed without your adequate consent

Example: virus, worms, and Trojan horses that are
often grouped together and referred to as malware




MALWARE

A Trojan horse Is a
program/malicious code that
IS disguised as another

unharmful program to make
you download it to get into
your computer and infect it.

Threat detected: Trojan-PSW_Win32Z_Dripper

Security Risk:
Infected file:
Description:

1 ] Recommended:
-,a Please dick "Remove all” button to erase all infected files

and protect your PC




VIRUS VITAL/VIRTUAL INFORMATION RESOURCE
UNDER SEIGE

Computer virus refers to a program which damages
computer systems and/or destroys or erases data files.

— Registry Editor

(01001 110071001 03671001 1 1L1 1 IJ1L LT 001101 11001001003100111018100100100101
100100100111001100 1 D01 7 101 "‘-:-'='-‘-'-.‘=,.."1:‘1{-::71il:lsz'-'J‘u:':'101:.‘1
1001011100101001001 : 10101001 100100100111
1100110 Hnl 000110 W Lt ~351100111001010001101
1100111001 O G A r.n|r.~|'u:ula:-:'n'l:uzl
1001011 :|l|| ;1 Al LA '
01107 900 1000047,
001000 | Q000 o
’.::2[11[.-‘.]51'_122'1'*.’ TG J A
001001110011 " ¥ uR b e 00 1 ||u
1001001001110y, ; g
1007011 1001004
'| 11011071000 ;
i "[ II' 10700 I'|l Iy
2L 1010000




VIRUS:TYPES

»>Macro Virus

A macro virus is associated with application software like

word and excel. When opening the infected document, it
gets inserted In to office files automatically. According to

the reports, Melissa Iinfected more than 250,000
computers around the globe in just three days.

Microsoft Excel

- ‘ 4]
'Di\My Data\GroupWiselGWaddressTemplate ¥3.xls' contains macros. ‘ m e 1 1 S S a
4]

Macros may contain viruses, It is usually safe to disable macros, but if the
macros are leqgitimate, you might lose some functionality.

i Disable Macros Enable Macros More Info




VIRUS:TYPES

> Boot Sector Virus

A boot sector virus infects boot sector of computers.

During system boot, virus Is loaded into main memory
and destroys data stored in hard disk.

MA DISKEDIT

MNMote that ewven a blank
formatted floppyw disk
has a program that
simply tells wvou there is -
no operating system on
the disk. This program
can become infected.




VIRUS: TYPES

> Time Bomb [®

A time bomb Is a virus program that performs
an activity on a particular date and time.

| (5)
> Logical Bomb g

A logical bomb is a destructive program that
performs an activity when a certain action has
occurred.




VIRUS: TYPES

Multipartite Viruses:-A multipartite virus is a computer virus
that infects multiple different target platforms, and remains
recursively infective in each target.

This type of virus can re-infect a system over and over again if all

parts of the virus are not eradicated.

Find¥irus - Yirus found 111

YVirus found !l Select Help to view
m removal procedures




VIRUS: TYPES

o Stealth Viruses:-These viruses are stealthy in nature
means it uses various methods for hiding themselves to
avoid detection. They sometimes remove themselves
from the memory temporarily to avoid detection by
antivirus. They are somewhat difficult to detect.

Execute: mou ax, FEO3 ~ i

Welcome to T.TEQUILA's latest production. =~
Contact T.TEQUILA/P.o.Box 543,6312 St’ hausen-Sui rlon
Loving thoughts to L.I.N.D.A

BEER and TEQUILA forecver




VIRUS: TYPES |

Polymorphic Viruses:-Polymorphic viruses have the
ability to mutate implying that they change the viral
code known as the signature each time they spread or
Infect. Thus an antivirus program which is scanning for

specific virus codes unable to detect it's presence.

DISKE DESTROYER - A S0UUVENIR OF MALTA
I hawe just DESTROYED the FAT on your Disk t1%t
I hawve a copy in RAM, and I'm giving you a last chance
to restore your precious data.
WARNING: IF Y0OU RESET HOW, ALL YOUR DATA WILL BE LOST — FOREUER t1?
Your Data depend=s on a game of JACKPOT

CASINDO DE MALTE JACKPOT

e

CREDITS : 5

££ff = Your Disk
“*?T = My Phone Ho.

ANY KEY TO PLAY




» Small piece of software that uses computer networks
and security holes to replicate itself.

> Copy of the worm scans the network for another
machine that has a specific security hole.

> Copy Itself to the new machine using the security

hole and start replicating.




DIFFERENCE BETWEEN VIRUS AND WORM

Virus Worm

> spreads from program 10 W 5.  ses computer hosts to
program, or from disk to

disk reproduce themselves

> uses each infected > travel independently over
program or disk to make

copies of itself computer networks

g SESQ;OVS data or erases Ry resides in memory rather

on disk




ACTIONS TO PREVENT VIRUS INFECTION

> Always update your anti-virus software regularly
after a time interval.

> Back up your important files and ensure that they
can be restored.




ACTIONS TO PREVENT VIRUS INFECTION

> Get trained on your computer's anti-virus software and
use Iit.

> Have multiple backups of important files. This lowers
the chance that all are infected.

» Install security updates for your operating system and
programs as soon as possible.

»Jump at the chance to learn more about your
computer. This will help you spot viruses.




SPYWARE

Spyware is tracking software which can be used to
gather information of a person or organization.
Spyware can be hardware or software both.




How keylogger works: It saves when user types.

So called
"Hacker"

Wireless
Keylogger




SPYWARE

Prevention from key logger(h/w):To prevent
from this user should opt for virtual keyboard. If
someone Is not pressing keys of keyboard then
nothing would be saved.

Internet Banking Login
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o knowy more about Yirtual Keyboard, Click Here




The word "spoof' means to trick or deceive. This is
typically done by hiding one's identity or faking the identity
of another user on the Internet.

Several different ways of Spoofing

E-mail spoofing involves sending messages from a bogus e-mail

address or faking the e-mail address of another user.

IP spoofing This involves masking the IP address of a certain
computer system




| PHISHING I

> A phishing attack involves one website, successfully
masguerading as another by falsifying data and
there by being treated as a trusted system by a user.

> The purpose of this is usually to fool users into
revealing confidential information such as user name

and password, to the attacker.




PHISHING : HOW IT WORKS

[l Log in | Facehop

() www.facelook.cixx6.com/login/facebook/en/?i=250207 ag ¥ )
o

facebook

m Facebook helps you connect and share with the people in your life.

Fake Facebook URL.:
www.facelook.cixx6.com

Facebook Login

You must log in to see this page.

Email address:
Password:

_|] Keep me logged in

or Sign up for Facebook

Forgotten your password?

English (US) Espafiol Portugués (Brasil) Francais (France) Deutsch Italiano o) Bt o 3(EfK)
H&EE »




HOW TO PREVENT FROM PHISING

>Never share your net banking details with
anyone. No any bank asks for this.

»>Never open and login any bank site through URL
given in any malil.

> Always open any website with https.




HACKING

> lllegally or unauthorized access of an computer
Is called hacking.

> The person who does hacking is called hacker.

ETHICAL HACKING

Ethical hacking is a term that describe hacking
performed to help a company or individual identify
potential threats on the computer or network.
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